
 Vulnerability Scanning options 
include:
• Internal agent-based server 

OS scanning
• Internal credentialed firewall 

scanning
• External host scanning
• External web application 

scanning.

 Policy Compliance Auditing 
options include:
• Database
• OS (FedRAMP customers)
• Firewall (FedRAMP 

customers)

 Policy Compliance Standards 
options include:
• CIS Level 1 
• DISA STIG

 Host/Network Discovery Scans
• FedRAMP customers only

Vulnerability 
Scanning

MANAGED SECURITY

At-A-GlanceIdentify and Mitigate Vulnerabilities that
Threaten Compliance
Vulnerability scanning is a critical component of protecting any hybrid 
IT infrastructure system, especially those that need to meet strict 
FedRAMP, HIPAA, and PCI-DSS compliance requirements. Scanning 
for  vulnerabilities helps identify software flaws, missing patches, and 
insecure operating system configurations.

Knowledge is Power
DataBank’s Managed Vulnerability Scanning solution leverages thousands of 
scan plugins to detect and report system vulnerabilities to empower you to 
better secure your environment. DataBank’s Managed Vulnerability Scanning 
helps you accomplish your goals of identifying and mitigating vulnerabilities 
before they become a problem. DataBank’s solution is supported by a 
dedicated staff of compliance engineers and a seasoned Chief Information 
Security Officer.

GET A QUOTE

Discover the DataBank Difference

Fast, Accurate, Vulnerability 
Assessments

ask@databank.com | 800.840.7533



TALK TO AN EXPERT

Discover the DataBank Difference

ask@databank.com | 800.840.7533

MANAGED SECURITY

Vulnerability Scanning

Spot operating system, 
third-party, and zero-day 

vulnerabilities.

Scan reports made available in our 
customer portal along with self-service 
options such as performing rescans and 

downloading historical scan reports.

VULNERABILITY
SCANNING

VULNERABILITY
REPORTING

Features
	 Assessment coverage of more than 50,000  
Common Vulnerabilities and Exposures 

	 Predictive prioritization combines vulnerability  
data, threat intelligence and data science

	 Advanced dashboards and reports

	 Professional Services available for consulting on 
scan results.

Benefits
	 Streamlines compliance for FedRAMP, HIPAA/
HITECH, and PCI-DSS
•	 PCI ASV and PCI-approved scan template is 

used for PCI scan service.
•	 PCI scan service includes T&E for filing false 

positive and exception claims and submitting 
scan reports to our ASV for PCI attestation.

	 Provides immediate insight to vulnerabilities 
and allows organizations to set a baseline for 
evaluating the coverage of their security tools

	 Provides easy to understand risk score so you 
know which vulnerabilities to fix first


