
	 PCI-DSS compliant protection 
against malicious attacks that 
exploit vulnerabilities  

	 Defense against SQL injection, 
cross-site Scripting (XSS), 
comment spam and abuse at 
the network edge

	 Protection against bad robots 
that are not from search 
engines, but perform malicious 
searching and spidering of 
websites

	 Detection of attempts to 
access LDAP directories, 
inject shell commands, and 
perform attacks against PHP, 
Wordpress, Java, and ASP 
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MANAGED SECURITY

At-A-GlanceEnable Threat Intelligence at Scale
Web Application Firewalls are traditionally the first line of defense for 
protecting web-based applications in a hybrid or hosted infrastructure. 
Monitoring them and keeping them up to date can consume valuable IT 
resources. Web security starts at the network edge, and that’s because 
attacks against web servers give hackers the ability to control servers that 
are hundreds of times more powerful than workstations and allows hackers 
to spread malware with much greater speed and ease. A compromised web 
server also gives hackers the ability to launch attacks from sites with access to 
large amounts of bandwidth, enabling these attacks to be increasingly efficient 
and effective.

A Comprehensive, Fully-Managed Solution
DataBank’s Managed Web Application Firewall (WAF) filters, monitors, and 
blocks HTTP and HTTP/S traffic to and from your web applications. Above 
and beyond a standard firewall, DataBank’s WAF protects web applications 
from attacks such as cross-site forgery, cross-site scripting (XSS), file inclusion, 
and SQL injection, among others. Suspicious requests can be blocked, 
challenged or logged, while legitimate requests are routed to the destination.
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Discover the DataBank Difference

Protection Starts
at the Edge
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SOLUTION 
AT-A-GLANCE

PCI-DSS compliant protection 
against malicious attacks that 
exploit vulnerabilities  

Defense against SQL injection, 
cross-site Scripting (XSS), 
comment spam and abuse at 
the network edge

Protection against bad robots 
that are not from search 
engines, but perform 
malicious searching and 
spidering of websites

Detection of attempts to 
access LDAP directories, 
inject shell commands, and 
perform attacks against PHP, 
Wordpress, Java, and ASP 
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Harmful requests are identified,
challenged, logged or blocked 
while legitimate requests are
routed to the destination.

Harmful
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Features
	 Curated threat intelligence from over 25M 
websites and 1B IP’s, every day

	 API Integrations

	 Continuously updated rulesets 

	 Turnkey Management

	 Complete visibility via the DataBank Portal

Benefits
	 Enables threat intelligence at scale and 
implementation with minimal effort

	 Allows for flexible control, simplified 
configuration, customizable analytics and direct 
plug-ins for existing SIEM

	 Improves accuracy, reduces false positives and 
provides comprehensive coverage to protect 
against zero-day vulnerabilities

	 A single pane of glass for managing security, 
compliance, audit and reporting


